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Mac OS X 10.4 launchd Local root Vulnerability

About launchd (taken from the launchd man-page):

“launchd manages daemons, both for the system as a whole and
for individual users. Ideal daemons can launch on demand based
on criteria specified in their respective XML property lists
located in one of the directories specified in the FILES
section.

During boot launchd is invoked by the kernel to run as the
first process on the system and to further bootstrap the rest
of the system.”

Vulnerability summary:

The launchd tool, when invoked, uses the launchd server init() function
to set up temporary files in the /tmp directory. It first creates a directory with
the name of the invoking user’s current uid. It then uses the chown () function
to modify the ownership of the directory to belong to the invoking user.

After this has occurred a socket (file) is created inside this directory and the
chown () function is again called to give this file ownership permissions of the
invoking user.

A race condition exists here. If a malicious user removes the newly created
socket and replaces it with a symbolic link to any file which they don’t own. If
this is timed to be in between the function call to create the socket, and the
chown () call the symbolic link will be followed. This gives the malicious user
the ability to effectively “steal” the ownership of any file or directory on the
system.

Impact:

Successful exploitation of this vulnerability will allow a malicious user to “steal”
ownership of any file on the system. Using this to gain access to a root shell is
a trivial process.

Affected Versions:

This vulnerability has been successfully exploited in Launchd 106, which
was shipped with Mac OS X 10.4 (Tiger).

Suggested Recommendations:

Efforts have been made to coordinate the release of this advisory with an
update from Apple. Performing this update should eliminate the vulnerability.
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